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Background

O EU requires a reduction about of 50 % of the dead rate due to road
accidents before 2010 and about 75% before 2020.

O The reduction of fatalities will be considered an important goal
supported by: new passive, preventative and active safety systems that
decrease the probability of an accident and mitigate the consequences of
accidents

O Advanced driver assistance systems (ADAS) are expected to play a
major role in road safety in Europe

O New functionalities for active safety, to help guarantee Maximum
Vehicle Stability and to support Automatic Recovery in Emergency
Maneuvers, are starting to be available on the market

O The automotive industry shares the view that in the next 10 years, 90% of
its expected innovations will be based on Electrical Electronic systems
with a huge emphasis on Safety Systems

2011 Q3 Concept Presentation 2



MAEN/\D

SEVENTH FRAMEWORK
PROGRAMME

Context

New Standard

Standard Extension

Safety Critical EE Systems ISO/IEC 15504
SPICE
| Brake | Software Process
ol 3 — Improvement and

Capability
determination

Vehicle Level

Analysis Level

Design Level

Implementation Level

Operational Level

Technology

AUTOSAR With safety extension (BMW , DC, VolksWagen, Toyota, Ford, PSA, FIAT Auto — CRF...)

FLEXRAY with safety extension (BMW , DC, Audi, Volvo, PSA, Renault, FIAT Auto —-CRF ...)
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Challenges

® Difficulties In:

® Keeping safety analyses up to date

Establishing a complete and consistent view of failure behaviour
Managing various analytical information about failure behaviours
Proving that a system is acceptably safe in a particular context

O
O
O
® Avoiding complication of nominal model due to error modelling

A Systems
Approach

Safety Engineering: the environmental
consequences of faults

e T
| Bt

Quality Analyses
Stakeholders Q

of various Behavior and Structure Modeling

types
; Requirements >; Design > Implementatior> V&V

=1
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EAST-ADL support for Dependabillity

O EAST-ADL promotes safety in two ways
® Via intrinsic architecture modelling and traceability support

® Via explicit support for efficient integration of safety
engineering activities and nominal architecture design

Dependability View (Nominal) Architecture Model

Safety-Case Method argues that a system is acceptably safe R e )
Error Modeling Safety Analysis Safety Require Minsasment Syt L =

capturing determines the -ments T

potential causes and specifying it

errors, failure consequences hazards and L=

behaviours & of failures functional / R —_—_—_——__, <)

propagation quality i M

~ - —_— requirements. L
e e == 1 Rapid;;%t:ltyping :! v - : E
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“““““““““ EAST-ADL Dependability Modelling

OUses an analytical view that enables:
® Explicit modelling of the deviations of functions/systems
from their intended behaviour

« Extend nominal design with error information
« Exploit semantics of external analysis methods

Seamless integration with
architecture development

Architecture Model Architecture Error Model

Traceability of requirements P -
Error propagation though e mpr—
architectural relationships Analysis Level

Design Level —rr—]

external tool plugins - =

Enables assessment of causes EAST-ADL2 Tool Environment \, [ externa
and consequences of failures e

Analysis leverage via AUT@SAH /
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Reqguirements Traceability

® A requirement expresses a condition or capability that
must be met or possessed by a system or system
component to satisfy a contract, standard, specification,
or other formally imposed property

Traceahle Specificatio Traceahle Specification

e nis necifcafionObje +containedReqSpecObject  +referancingContainer
Bquirememtipec e Requiremerts Container
0.1 1.7
+childContainer ®
fordered}
+parentContaine
0.1
wENUMmera tion
RequirementsRelated Infor matio Requirement GuslityRequire mentKind
+ formalism: String [0..1] T
+ il String [.1] + configurability:

+  ergonomy:
+ humantdachinelnterface:

+  zafety:
+ =ecurity:
+ tm|g

+ othe

CualityRequire ment + I bility:
. R . - N + reliahili’q,r:
qualityRequirementType: QualityRequirementkind + confidentiality:
+ integrity:

+ maintainability:
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Reqguirements Traceability

EAST-ADL relationships constructs define general

purpose relationships to model dependencies between
structural constructs

ReguiremertsAelationshio

DeriveRequiremert Traceable Specification
Taceable Specification . &

X i Requirements Group
Require ment=Relation Group

+derivedFromy| 1.7 +deriwedy | 1.7
h e u r Ose iS to fo rm aI I +relation 1.7 Reguiresment Soecifoation Oect "
I i requiremen
p p y ReguirerentsRelationshio +source B e met
S eCI the Varlous RequirementsLink 1=t formalism: String [0..1]
T - T+l String [0..1] " )
B . + isBidirectional: Boolean +target| | twed fiedRequiremen t
relationships that ma S| e
y 1. 1.7 “erificationvalidation::

exist between basic s AT e
constructs.

Reguirementzfelatiorshio
Refine

The requirements _ I
traceability is modelled in iyl 1.

- +zati . » .
1 Ceerdtmpateatiegiement] | e | T 2 Identifizbie: ldenfifiable
EAST-ADL using these R

categons: String [0..1]

shotMame: ldentifier

relationships constructs > e TR B 2
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Abstraction Levels

ISODIS 26262-3 Focus on functional
Figure 2 e objectives and not — :
3.7 I;:::g::;::lr:::tand tEChﬂUngiCﬂl solutions Real_lzatlon b‘y’ hlgh level
azand analyses and nick architectural elements
Fasessmant . .
o | without notion of HW
= \E 37 Hazard analysis and
‘E H risk assessmeant
] % Specificstion of safety goal f— _ﬁ
5| 2|z —
HIHE _ QoS
A 38 Functional cafaty \ Vehicle Leve
E ; Specifization of funchonal safety /
s |3 S Analysis Level
E | .
M= = Chratsis Lovel>
= 44 Mication of th i
E % mm.mi?::mr; r:ti:llmm:nls 1 DES|gn LEVEI
= E Spem[ms?::unl:-rfeﬁcel;p:al safaly
E| = : .
E 2 i | Implementation Level |
o [a)
g % | 4-T System design .
3 ﬁ- Sj‘&'.&l’ﬂ IiE'SI[jI"I specrrralmr. Operatlonal Leve'
o 'ESp:fﬁﬁnllun of hardwane 66 Specilication of software |
salely requirements salety requirements:
Hardware ssfatly reguraments Softeare safety requiremants Introduc|ng I—w & SW
\% ------------------------------------------ in architecture
o
] .
= Implementation
b of SW/HW
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High abstraction level

Definition of the Item

Describe and define the item to develop an adequate
understanding of it

Initiation of the safety lifecycle
Hazard analysis and risk assessment

Hazardous events are hazards evaluated in an operational
situation and are classified with an ASIL value based on
severity, controllability, and exposure

Functional safety concept

Includes both functional safety requirements (and acceptance
criteria) and allocation of functional safety requirements to
safety architecture
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Hazard analysis & Risk assessment

Use cases and operational situations define Scenarios
Safety-oriented use cases may use pre-defined patterns

System name:

Use Case name:
Short description:
Target Function(s:
Primary actor:
Secondary actor(s):
Pre-condition(s):
Application scenario:

Operational scenario:
Fail condition(s):

Misuse(s):
Risk’s source:

Function Criticality(s):

Post-condition:
Status:

Open issues:
Comments:

2011 Q3

name of the System/project Under Discussion (SUD)

name of the use case

short description of the main goals of the use case

the function description in terms of output(s) behaviour

main user of the SUD

takes advantages from the SUD information but it isn't active into the specific use case

All the condition to be verified at the beginning of the use case

application scenario: driving situation (def. WD26262: “scenario that may occur while a vehicle is in

use-moving or stationary”) and environmental condition (def. WD26262: “Physical or other constraints
under which an item is used”)

Sequence of actions and interactions among the system and one or more actors

malfunctions - all different possible termination of the ability of the functionality to perform a function as
required

incorrect, improper, or careless use of the SUD

Origin of the Fail condition/misuse

Criticality of the function, related to the use case, due to external factor(s)
describe the condition in which thAe SUD will arrive If the system flow is correct
description of the use case status (to be approved, approved, in modification,...)
any issues which require discussion affecting this use case

any comments on the contents of the use case.
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Hazard analysis & Risk assessment

FeatureFlaw denotes an abstract failure of a set of items
l.e. an inability to fulfil one of its requirements
Could be due to anomalies or malfunctions of system
outputs
Or erroneous interaction between systems
Hazards then represent a system state that may contribute to
accidents caused by a FeatureFlaw
When a Hazard arises in a particular Scenario, it gives rise to
a Hazardous Event
Represents the effect of that hazard in a particular
operational scenario
Hazardous Events are assigned ASIL values
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Hazard analysis & Risk assessment

Safety goals are defined to serve as top-level functional safety
requirements

Purpose of a safety goal is to avoid unacceptable risk posed by
hazardous events

Should be at least one safety goal per hazardous event
Each safety goal should have a corresponding Safe State
Examples from an electronic steering column lock:

Locking should only take place when the conditions are correct
Safe states: LockPowerState = Safe Power or Unpowered

The reported lock state should always be correct
Safe states: LockBoltState = Unknown
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Functional Safety Concept

2011 Q3

Represents the set of functional safety requirements allocated to
the architectural elements that fulfil one or more safety goals

Each safety requirement may include:
ASIL — a Safety Constraint associated with the requirement
Operating Modes
Fault Tolerant Time Spans
Safe States
Emergency Operating Times
Functional Redundancies
Specifications on how fault tolerance is achieved
Acceptance criteria
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Contains the technical safety requirements

Details the functional safety concept in the context of
the architectural design

RequirementsContainer
TechnicalSafetyConcept

\*
{ordered)s
RequirementSpecificationObject

+technicalSafetyRequirement

Requirements::Requirement

+ formaliam: String [0..1]

+ url: String [0..1]
+functional SafetyRequirement

/ +requirement/[\ 1..*

RequirementsContainer {ordered}
FunctionalSafety Concept

TraceableSpecification
EAElement +derivedFrom Dependability::HazardousEv ent

SafetyGoal — - 1
classificationAssumptions: String [0..1]

controllability: ControllabilityClassKind
exposure: ExposureClassKind
hazardClassification: ASILKind
severity: SeverityClassKind

+ hazardClassification: ASILKind 1.x
+ safeStates: String [0..1]

+ o+ o+ o+ o+
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Error Modelling in EAST-ADL

Connection between error modelling and system
modelling supports:

Quick safety design iterations

The creation of dedicated views

Structured information management
Provides structured information handling of:

requirements, design, safety analysis, verification and
validation information, and design decisions

Allows reuse, consistency check between models,
automated handling of dependencies, view generation,
transformations and analysis
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Error Modelling in EAST-ADL

Major error modelling elements include:

ErrorModelType specifies possible behaviours of a
target architectural entity that are of concern when
analysing system anomalies and errors

FailureOutPorts represent a propagation point for
failures that propagate out from an ErrorModelType

FaultinPorts represent a propagation point for faults
that propagate into the containing ErrorModelType

FaultFailures represent internal failures or faults of
an ErrorModelType

FaultFailurePropagationLinks connect multiple
ErrorModelTypes together via their ports
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Failure logic

EAST-ADL is tool agnostic and allows different representations of
failure logic

One example is the failure logic used by the HiP-HOPS safety
analysis tool

Set of logical expressions that link a particular output deviation
to a combination (using AND and OR gates) of input deviations
and internal failures

Uses failure classes to distinguish different types of input/output
failure

e.g. Omission-Output = Omission-Input OR InternalFailureMode

This approach allows external tools (like HIP-HOPS) to perform
analysis of EAST-ADL error models

2011 Q3 Concept Presentation 18



4 MAEN/\D

EEEEEEEEEEEEEEEE
RRRRRRRRR

Verification and Validation

EAST-ADL provides the means for organising V&V activities on an
abstract level

Defining the links between V&YV activities
Defining the requirements that are checked by those activities

Defining the objects modelling the system (components, tasks
etc)

Common parts of all V&V techniques are covered by EAST-ADL
Expected results from V&V activities
Actual results obtained
How the V&V activities were constrained

Information specific to particular V&V techniques is able to be stored
but not explicity represented
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Safety Case metamodel support

Structured information management can be used as
part of a safety argument in a safety case and
supports systematic safety/reliability analysis

EAST-ADL'’s support for safety cases addresses an
expanding area of functionality with high complexity

Traceability between safety case and design
Information facilitates the job of the safety engineer

Also facilitates the development of safety critical
systems and allows impact analysis of elements
linked in the safety argument
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Safety Arguments in EAST-ADL

Claim/Warrant/Ground provides means to argue that the
development of vehicle systems has been done
according to safety norm

ADL Traceahle Specification | +safetyCase 0.7

SafetyCase :|

+ context: String

+ stage: LifecyelesStagekind 0000 ¢ | gEnuUmMe&ra tionw
’ Lifecycle Stagekind
Enum
+ FPreliminanysafetyCaze:
+ InterimSafetyCase:
" t |o + Operationals afetyCase:
- - +decomposedZaal +elaim |1
AL Tracezhle Speciffcation - -
\arrant 0. A&Tmceabff&pecrﬁcaﬂon
+yoallecompositionStrate gy Cl=irn
.-
+zuppartedArgument
.-
+ground |17 +evidence %[0 7 +evidenece | £ 1.7
AL Tracezhle Speciffcadion
Gr d

2011 Q3 Concept Presentation 21



EEEEEEEEEEEEEE

RRRRRRRRR

RK

MAEN/\D

Conclusion

EAST-ADL provides support for dependability
modelling in three important respects:

2011 Q3

System development based on models on different levels of
abstraction, enabling the fulfilment of many requirements specified
by ISO 26262

Safety case development in close connection with the design

Analysis of hazardous failures by modelling of error propagation in a
hierarchical system model

Integration of these aspects provides structured information
handling for requirements, analysis, V&V, and design decisions

Allows reuse, consistency checks, automated dependency
handling, view generation, transformations, and analysis

Supports safety case development and fast, efficient safety
design iterations
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